ABSTRACT In this paper, a new image encryption scheme based on CML and DNA sequences is proposed. First, a kind of DNA encoding rule is selected to encode the original image to a DNA matrix. Then, we perform a cyclic shift on the even rows and columns of the DNA matrix and then perform further index scrambling operations on the odd rows in the scrambled DNA matrix. Using the DNA sequence generated by the CML system and designed DNA calculation rules, the scrambled DNA matrix is further diffused. Finally, decode the diffused DNA matrix and get the final encrypted image. Simulation experiments and security analysis show that the scheme achieves the satisfactory effect and has the capacity to resist all kinds of classical attack methods.
I. INTRODUCTION
In today's highly information society, images are widely distribute across the Internet. At the same time, the security of digital images faces an increasingly grim threat in the process of dissemination. Unlike text encryption, digital images have the characteristics of a strong correlation between adjacent pixels and high redundancy. These characteristics lead to the traditional methods do not apply in respect of image encryption [1] . The chaotic systems are very applicable for image encryption system because of its sensitivity to initial state and control parameters, good pseudorandom, ergodicity, unpredictability of orbit and so on [2] , [3] . Due to these advantages of chaotic systems, researchers in recent years have incorporated it into image encryption systems and have proposed many excellent image encryption algorithms [4] - [11] .
In general, image encryption algorithms are divided into two steps: permutation and diffusion. In the permutation stage, the location of pixels is moved; In the diffusion stage, the value of pixels is changed. In fact, the more common way is to combine these two steps to get higher safety [9] - [11] . Liu and Wang [9] introduced an encryption scheme based on this structure. They scramble the color image at the bit level, and the scramble sequences are generated by piecewise linear chaotic mapping. Then they use Chen's system to diffuse and confuse the pixel matrix. Thus the image encryption algorithm with large key space is obtained. However, due to the limited computing accuracy of computers, the orbits of low-dimensional chaotic systems have short periodicity, thus this has caused some defects such as narrow key space. To overcome this shortcoming, a lot of CML-based spatiotemporal chaos system image encryption algorithms are proposed [12] - [17] . The security of these algorithms is greatly improved because the CML system has more excellent chaotic dynamic characteristics, and a larger key space. However, these algorithms are not foolproof, and there is still some hidden danger. Some encryption schemes have been shown to be insecure [14] , [17] . The main drawback of these encryption schemes is that they are not associated with plaintext image information in the encryption process, and therefore cannot effectively resist the chosen plaintext attacks.
DNA computing is often used for cryptography systems because of its large amount of huge storage, parallelism and low power consumption [18] , [19] . Many DNA sequence-based encryption algorithms have been designed in recent years [13] , [20] - [28] . The encryption method combined with DNA computing can effectively solve the onetime pad problem, and in the encryption system, a huge one-time pad technology can help to resist the chosenplaintext attacks [13] . For instance, Hu et al. [24] combined the three-dimensional chaotic system with the cyclic operation of DNA sequences to operate plain image. They use the Chen's system to generate DNA encoding rules, encode the original image as a DNA matrix. After that, some related DNA sequence operations were performed on the DNA matrix. Zhang et al. [28] proposed mixed adjacent and non-adjacent coupled mapping lattice. They improved a kind of coupled map lattice, and then encrypted the image with DNA computing. The algorithm achieved better performance.
Taking into account the factors of the above analysis, we combine CML and DNA sequences to propose a new encryption scheme. First, we encode the original image to DNA matrix, and then the DNA matrix is performed right cyclic and up cyclic shift on the even rows and columns, respectively. After that, we further scramble the even-numbered rows in the scrambled DNA matrix. Using the DNA sequence generated by the CML system and the designed DNA calculation rules, the scrambled DNA matrix is further diffused. Finally, the DNA decoding is performed on DNA matrix to obtain the final cipher image. Simulation experiments and security analysis prove that the algorithm not only has significant effects but also can compete various attack methods. The sections of the paper are as follows. Some theory behind the using in the scheme are given in Section 2. In Section 3, the process of scheme is presented. In Section 4, simulation experiments are shown. In Section 5, security analysis are discussed. Finally, Section 6 gives the conclusion.
II. PRELIMINARY WORKS A. THE CML SYSTEM
The CML system is a dynamic system with discrete time, discrete space and continuous state. It is widely used in the generation of spatiotemporal chaotic systems. Because the CML system has excellent chaotic characteristics, it has been diffusely used in encryption schemes. The CML system can be defined by Eq. (1) [29] :
where ε ∈ (0, 1) is coupling parameter, n is the time index, t = 1, 2, . . . , K is the lattice index. K is the lattice size and in this paper K is assigned to 9. The periodic boundary condition
For the purpose of simple design, the logistic map is selected as the f (x):
where µ ∈ (3.57, 4), λ n ∈ (0, 1). 
2) THE OPERATIONS OF DNA SEQUENCE
The operation of DNA sequence includes addition, subtraction, XOR. These three operations are essentially based on operations in binary. Each encoding rule has corresponding three operations. For simplicity, we only give the addition operation of encoding rule 1 in Table 2 .
III. THE PROPOSED ALGORITHM A. GENERATION OF PARAMETERS AND INITIAL VALUES OF CML
In this algorithm, we use the SHA-256 algorithm to calculate the hash value of the digital image. The SHA256 hash algorithm ensures that even if the original image changes slightly, the hash value obtained will be totally different, which means that the scheme is very extremely to the plaintext information. The obtained 256-bit hash value is converted to a decimal number every eight bits, and a decimal sequence D of length 32 is get. The initial values and system parameters VOLUME 6, 2018 of the CML are calculated by Eqs. (3)- (5):
where mod(x, y) represents the modulo operation, j = 1, 2, . . . 9, ε , µ , x j are the coupling coefficient, system parameter and initial values of CML system, respectively. ε, µ, x j are given as keys.
B. COMPLETE ENCRYPTION ALGORITHM STEPS
The given original image is P(M , N ), and the proposed algorithm steps are as follows.
Step 1: Convert each pixel of P(M , N ) to an 8-bit binary number, a corresponding binary matrix P 1 (M , N × 8) can be obtained. The DNA encoding rule is calculated by Eq. (6) .
where sum is the sum of the all pixel values of P(M , N ), encode_rule represents the DNA encoding rule. Use encode_rule to encode
Step 2: Use the ε , µ , x i (i = 1, 2, 3, . . . , 9) to perform CML system M × N times, and then get nine sequence:
Step 3: For each element in sequence X 1 and X 2 , perform the following operation:
where k = 1, 2, . . . , M × N , floor(x) take the largest integer not greater than x. Then two sequences
are obtained. Perform the Eq. (9) on the sequence X 1 .
, perform the Eq. (10) on the sequence X 2 .
Where k = 1, 2, . . . , N × 4, then obtain sequence Z = {z 1 , z 2 , . . . , z N ×4 }. Using the sequence Y to scramble even rows of the DNA matrix P 2 (M , N × 4): all elements of the 2ith row are cyclically shifted y i times to the right, where i = 1, 2, . . . , T 1 . Using the sequence Z to scramble all the columns of the DNA matrix P 2 (M , N × 4): all elements of the jth column are cyclically shifted z j times to the top, where j = 1, 2, . . . , N × 4. When the above operation is finished, the
Step 4: Connect the sequence X 3 and the sequence X 4 to obtain sequence Y = {x 1 (3),
is to round up to x. The elements of odd rows of P 3 (M , N ×4) are extracted to form a one-dimensional sequence P = {p 1 , p 2 , . . . , p T 3 ×N ×4 }. According to Eq. (11), use index value sequence L to scramble P . The equations are as follows:
then get a new sequence P = {p 1 , p 2 , . . . , p T 3 ×N ×4 }. The elements of P are returned to the previous DNA matrix in turn, that is, the scrambled matrix P 4 (M , N × 4) is obtained.
Step 5: Connect the sequences
to get the sequence
For the sake of convenience, denote R = {r 1 ,r 2 , . . . ,r M ×N ×4 }, use the following method to modify the elements of R: Where i = 1, 2, . . . , M × N × 4. After that, the sequence R = {r 1 , r 2 , . . . , r M ×N ×4 } is obtained.
Step 6: Use the Eq. (12) to modify the elements of
The elements of the sequence K is encoded with a kind of DNA encoding rule, the rule is given as key, then the DNA sequence
is converted to a one-dimensional DNA sequence P 5 = {p 1 , p 2 , . . . , p M ×N ×4 }, and then different operations are performed according to r i . The rules are as follows:
where i = {1, 2, . . . , M × N × 4}, c 0 is given as a key. ''⊕'' and ''+'', ''−'' are respectively the DNA XOR operation, DNA addition operation and DNA subtraction operation of DNA encoding rule 3. When the above operation is performed, the DNA sequence C = {c 1 , c 2 , . . . c M ×N ×4 } is obtained.
Step 7: The DNA sequence C = {c 1 , c 2 , . . . c M ×N ×4 } is converted to the DNA matrix C 1 (M , N × 4), an encoding rule is selected for decoding, and the decoding rule is given as a key. After that, the final cipher image C 2 (M , N ) is obtained.
The encryption step is completed here, and the decryption process is the inverse operation of the encryption process. 
IV. EXPERIMENT RESULTS

Four
V. SECURITY ANALYSIS A. KEY ANALYSIS 1) KEY SPACE ANALYSIS
The key space is the range of encryption key sizes, usually in bits. An excellent encryption algorithm must first ensure that there is a huge key space to defend against exhaustion attack. In the scheme, the keys are mainly used as the generation of initial values and parameters of CML, which are µ, ε, x 1 to x 9 respectively. Assuming the accuracy of computer is 10 −14 , then even if we only consider µ, ε and x 1 to x 9 , the key space will reach 10 154 , which is much larger than 2 100 [30] . Therefore, the key space of the scheme fully meets the security requirements.
2) KEY SENSITIVITY ANALYSIS
Sensitivity to the key means that a certain key has undergone a slight change, and other keys remain unchanged, resulting in completely different decrypted images. In this experiment we use the original keys to encrypt the Lena grayscale image to get the encrypted object. Make a slight change to one of the keys and then decrypt the cipher image. Fig. 2 shows the image after decryption using the correct key and the image decrypted using the changed key. The comparison of the four images shows that even if the key changes are very slight, the cipher image will also change greatly. Therefore, it is concluded that the algorithm is extremely sensitive to key.
B. STATISTICAL ANALYSIS
An ideal image encryption method should be able to resist any statistical attack.
1) HISTOGRAM ANALYSIS
The statistical histogram of the image can reflect the distribution of gray values intuitively. Generally, the averaged pixel value of an encrypted image is more ideal, that is, the flatter the better the histogram looks. Fig. 3 shows the statistical histograms of original images ''Lena'', ''Cameraman'', ''Pepper'' and the corresponding cipher images. From that, we can clearly see that the histograms are more smooth. Therefore, our algorithm can resist statistical attacks.
2) CORRELATION COEFFICIENT
As we all know, in digital images, adjacent pixels are highly correlated, which is easily exploited by an attacker, so the encryption algorithm needs to break this correlation. The correlation values of adjacent pixels can be calculated by Eqs. (13)- (16) .
cov(x, y) = E((x − E(x))(y − E(y))),
VOLUME 6, 2018 We randomly selected 10000 pairs of adjacent pixels (in horizontal, vertical and diagonal directions) from Lena image and related ciphertext image. Fig. 4 shows the correlation of Lena image and corresponding encrypted image, Table 3 lists the correlation coefficients tests result. From that we can easily confirm that the scheme can effectively reduce the correlation between pixels.
3) CHI-SQUARE TEST
The chi-square test is the degree of deviation between the actual observation value and the theoretical inference value of the statistical sample. The larger the chi-square value, the less conformable; On the contrary, the more it is consistent. If the two values are completely equal, the chi-square value is 0, indicating that the theoretical value is completely consistent. The chi-square value is calculated by Eq. (17) [31] :
where v i is observed frequency of i(0 ≤ i ≤ 255) and v 0 is the expected frequency, so v 0 is (M × N )/256. 255,0.01 = 310.457, from this we can see that for the 1% and 5% significant level, accept the hypothesis, so we can confirm that the pixel distribution is uniform.
C. INFORMATION ENTROPY
Information entropy can also be regarded as a measure of the degree of system ordering. The more orderly a system is, the lower the information entropy; conversely, the more chaotic a system is, the higher the information entropy will be. It is calculated by Eq. (18):
where m is a collection of information symbols, p(m i ) denotes the probability that the symbol m i appears. Since the experimental images are 256 grayscale levels, thus the closer the information entropy is to eight, the stronger the randomness of the pixel values of the cipher image is. Table 5 lists the entropy of the plain images and the corresponding cipher images. From that we can confirm that our encryption scheme has enough capability to resist information entropy attack. 
D. LOCAL SHANNON ENTROPY
According to [31] , if the information entropy of some image blocks in the cipher image is very low, regardless of how high the global information entropy is, the algorithm cannot be considered as a secure encryption algorithm. The (k, T B )-local Shannon entropy on the image block is defined VOLUME 6, 2018 as follows:
where S 1 , S 2 , S 3 , . . . , S k are non-overlapping blocks with T B pixels randomly chosen from encrypted image. H (S i ) (i = 1, 2, 3, . . . , k) represents the information entropy of S i . We set k = 30, T B = 1936 and randomly select k image blocks with T B pixels for test. In [31] , the range of (30, 1936 )-local Shannon entropy should be between [7.901901305, 7 .903037329], with respect to α-level confidence of 0.05. Table 6 shows the test result. It can be seen from the test results that the cipher image encrypted by the algorithm possess high randomness.
E. DIFFERENTIAL ATTACK
The attackers usually make small change to the information of the plaintext, encrypt it through the encryption algorithm to get different cipher images, and then try to find some information by looking for the association between two different cipher images. This attack method is called differential attack. An ideal encryption scheme should ensure that small difference in original image can lead to great difference in encrypted image. The difference can be measured by the number of pixel change rate (NPCR) and the unified average changing intensity (UACI). Using the following formula to calculate NPCR and UACI [32] ]:
C 1 and C 2 are cipher images before and after one pixel of the plaintext image is changed. We made slight change in Lena image at different positions, respectively, and the test results are shown in Table 7 . We also tested other images and listed the results in Table 8 . It can be seen clearly that the values of NPCR are all greater than 99.55%, and the values of UACI are all greater than 33.36%, which proves the algorithm can completely resist malicious differential attack.
F. OCCLUSION ATTACK
We set the gray value of some pixels of the cipher image to 0, and then decrypt it with the correct keys. The peak signalto-noise (PSNR) value between the encrypted image and the original image is used as the standard. For grayscale image, PSNR is calculated by the Eq. (23) and Eq. (24):
where I 1 and I 2 represent original image and cipher image, respectively. Table 9 lists the occlusion area and the value of the corresponding PSNR and Fig. 5 shows the test results. The results shown clearly show that our algorithm performs well against occlusion attack.
G. NOISE ATTACK
In actual network communications, cipher images are very likely to be affected by various noises. The presence of these noises makes the recovery of the image difficult, which means that the algorithm must be able to ensure that the encrypted image should be minimally affected by these noises when it is restored. We added different density of salt and pepper noise to the cipher image of Lena and then decrypted the cipher image. Fig. 6 shows the test results. From that, we can see that after adding different intensity of noise, the decrypted image can still be identified.
H. CHOSEN-PLAINTEXT AND KNOWN-PLAINTEXT ATTACKS
Sometimes hackers choose special pictures, and then use encryption program to encrypt these special images, and expose key information or processes of the encryption algorithm through the obtained cipher image information. This attack method makes the algorithm insecure. In order to understand whether the proposed algorithm can withstand this method of attack, we selected a black and an all white image as special images for this test. The results are given in Figure 7 and 
I. COMPUTATIONAL COMPLEXITY
The time consumption of the encryption process is mainly concentrated on the generation of chaotic sequences, permutation operations and diffusion operations. In addition, due to the combination of DNA encoding operation, so DNA encoding and decoding also consume some time.
In the stage of generating chaotic sequences, the lattice size of the CML is 9, thus the consumption time level is O(9 × M × N ). In permutation process, the total time complexity of the movement of the elements of all rows and all columns is O(8 × M × N ); In the diffusion process, the time complexity of performing DNA encoding operations on the DNA matrix to generated the encrypted matrix is O(4 × M × N ). Besides, the complexity of DNA encoding and decoding operation is O(4 × M × N ).
For the DNA part, the time complexity of our algorithm is close to that of [27] . But the encryption steps of [27] cannot be parallelized on multi-core processors [21] . In the proposed method, the scrambling operation of DNA matrix can be parallelized by multithreading technology to improve operation efficiency. So in practical operation, our algorithm will consume less time.
J. COMPARISON
The performance of the encryption algorithm needs to be compared with other excellent algorithms to make it clear. So we compared our algorithm with other algorithms proposed in [33] - [38] comprehensively. of correlation, and the information entropy is very close to 8, just lower than [36] and similar to [38] . The value of NPCR is the largest among all algorithms, and the value of UACI is closest to 33.3%. Therefore, it is not difficult to realize that our algorithm performs well in all aspects.
VI. CONCLUSION
A novel encryption scheme based on CML and DNA sequences is proposed. First, the parameters and initial values of CML are generated by combining the SHA256 algorithm and the given keys. Then we encode the original image to a DNA matrix and scramble it. Finally, we combine the DNA matrix generated by the CML system to diffuse the scrambled DNA matrix to get the final cipher image. The process of generating parameters and initial values are associated with the plaintext image, which makes our encryption scheme highly relevant to the plaintext information, thus greatly enhancing the security. Security analysis shows that our algorithm in all aspects of performance is very excellent, which means it is well suited for image encryption. 
